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Proof of Humanness Over Bots: Designing Personhood Credentials for Usability,
Security, and Trust

ANONYMOUS AUTHOR(S)

Unlike traditional authentication which is typically tied to account ownership (does not prevent creating multiple account) and used
for login and authorization, Personhood Credentials (PHCs) have emerged as safeguards to verify human uniqueness and provide
protection against AI-driven threats such as bots, deepfakes, and social media manipulation without disclosing personal information.
The fundamental differences between PHC and existing technology may lead end-users to misunderstand PHCs as merely an alternative
login method instead of a unique system. For instance, in PHC systems, biometrics are only used to generate a uniqueness proof
and are not stored. However, users may not understand this privacy guarantee, leading to friction in adoption and a mismatch of
expectations in design and development. To address this, we conducted semi-structured user interviews with 27 participants from
the US and EU to provide concrete design recommendations. Our study shows how people reason about the uncertain guarantees
of PHCs and how preferences depend on trusted issuers such as governments, ground truth data such as biometrics or IDs, and
issuance models (e.g., centralized or decentralized systems). In think-aloud sessions, participants suggested designs including periodic
biometrics verification; time-bound credentials; visually interactive human-check; and government oversight. We contextualized our
user-study findings within the broader identity management policy landscape to lay out potential governance pathways for future
digital personhood credential systems.

CCS Concepts: • Security and privacy → Usability in security and privacy; Authentication; • Human-centered computing →
User studies.

Additional Key Words and Phrases: Personhood Credentials, Digital Identity, Usable Privacy and Security
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1 Introduction

Identity management has long been a cornerstone of user-facing systems such as social media, gaming, and collabora-
tive tools, and has increasingly become integral to Human-AI systems [53, 71]. The recent proliferation of artificial
intelligence (AI) has rendered traditional methods of multi-factor [41], and CAPTCHA [124] verification unreliable, as
AI can now generate highly convincing fake human interactions [39, 51, 70]. Amid growing concerns over how major
technology companies handle user data [10], there has been a noticeable technological and ideological shift towards
decentralized identity systems, commonly known as self-sovereign identity [92]. One widely recognized approach
involves decentralized identifiers (DIDs). Emerging proposed systems, such as DECO [132], Town-Crier [131], exemplify
this model, where users authorize the release of personal credentials from user devices to websites for proving certain
characteristics about themselves. Although initiatives like the W3C Decentralized Identifier Working Group seek to
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2 Anon.

establish standards for decentralized identity [11, 13], many proposed frameworks struggle to meet both technical and
usability requirements. Recent efforts, such as CanDID, have made progress in areas like usable key recovery [93].

Building on concepts, such as decentralized identifiers (DIDs) and proof-of-personhood [67], Personhood Credentials
(PHCs) have been proposed as safeguards to verify human uniqueness and provide protection against AI-driven threats
such as bots, deepfakes, and social media manipulation[37]. PHC is defined as digital credentials that empower
users to demonstrate that they are legitimate (e.g., human, not bot), unique (e.g., distinct), and human with
a certain property (i.e., us residency, certain age, etc) to online services and platforms, without disclosing
any personal information.” PHCs are designed not merely to verify digital attributes, but to allow individuals
to demonstrate their unique human [37] where the credentials are stored digitally on devices and verified through
zero-knowledge proof systems [67]. A prominent example is World ID, launched in the U.S. in May 2025 [78], which
promotes itself as a privacy-preserving proof of personhood. Using biometric iris scans via Orb devices, it links a
World ID to a single individual [60]. Once issued, a World ID is stored in the user’s digital wallet, enabling them to
prove their uniqueness to online services. More recently, World ID has expanded into mainstream applications through
partnerships in the gaming (e.g., World Card, and Razer), finance (e.g., Visa), and dating (e.g., Tinder, Hinge) areas,
which have long been targets for bot-driven abuse and malicious actors exploiting false or misleading identities to
perpetrate fraud[16, 26, 33].

Recent advances of AI have further amplified these risks, giving rise to the long-standing deceptive schemes, and
infiltrating elements of society where users’ signals are crucial [3, 37]. Despite the growing importance of personhood
credentials and similar tools, there is a lack of understanding about how PHCs could be designed from a user-centered
perspective, and in particular, what factors might influence users’ preferences with regard to onboarding and managing
PHCs. New technologies might introduce some friction due to users’ misunderstandings and mismatched expecta-
tions [80]. Furthermore, a fundamental limitation of current approaches to PHC is their failure to address PHC issuance,
which echoes challenges faced in the development of DIDs [68]. Even after years of industry effort toward decentralized
credentials, state-issued digital IDs remain scarce, currently implemented at scale only in California [7]. Similarly, PHCs
present unknowns and design challenges, including who should issue them, through what mechanisms, and what forms
of verification should be required, and more importantly, how these systems should be designed to meet end-users’
privacy and security expectations. To address these gaps and complement existing system-centric perspectives, our
paper explores a user-centered approach. Towards this goal, we conducted interviews with 27 US and EU/UK participants
to explore user preferences and the factors (RQ1) influencing their choices of personhood credentials (RQ2). Finally,
we conceptualized participants’ desired approaches in managing personhood credentials (RQ3). Our study provides
insights into the following research questions:

RQ1: What are the users’ perceptions of personhood credentials to verify themselves as legitimate and
unique individuals in online interactions?

Our study uncovered a wide range of users’ perceptions regarding PHCs. Participants exhibited skepticism towards
PHCs, partly because of “unknown risk” vectors as a new technology compared to traditional verification. Despite these
concerns, we find diverse levels of adoption preferences influenced by the “type of data required” for PHC credential
issuance and verification, as well as personal “security standards” for different services (e.g, finance, health, government-
related). Our findings also indicate benefits, including aspects that promote fairness by ensuring opportunities for
legitimate users in platforms such as gaming and survey platforms.

RQ2: What factors influence user preferences on how people would like to verify themselves as legitimate
and unique individuals in online interactions?
Manuscript submitted to ACM
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Proof of Humanness Over Bots: Designing Personhood Credentials for Usability, Security, and Trust 3

We surfaced nuanced preferences of how participants would like to onboard and manage PHC credentials. Their
preferences depended on the type of ground truth data required for issuance, along with the familiarity, usability, and
sensitivity of those data sources. They often considered facial recognition a more resilient verification process than
fingerprints. Other factors influencing preferences included the issuing ecosystem (centralized vs. decentralized), the
issuer (government vs. private company), and the onboarding method (physical vs. remote).

RQ3: How can personhood credentials be designed to ensure usability and security, enabling users to
verify themselves as legitimate and unique individuals in online interactions?We identified practical design
suggestions to accommodate participants’ needs, including periodic biometric checks and time-bound credential
verification to ensure only the intended user accesses the credential; visually interactive human checks to prevent
social engineering during onboarding, and collaboration between industry and government to establish decentralized
standards for broader adoption. We then triangulated these findings with policy analysis to derive requirements that
are uniquely tailored to PHCs as anonymous, Sybil-resistant, renewable, and multi-issuer credentials, which rely on
public trust and users’ accurate understanding of PHC privacy and security guarantees.
ContributionsWe contributed to several key areas that inform the future design of user-centered PHC systems:

(1) Our work identified a gap between the privacy protections PHCs provide and how users understand them,
which can guide future work of the broader adoption of PHCs. Our findings offer nuanced insights into users’
perceptions and the factors shaping their preferences around personhood verification.

(2) We integrate user-centered design insights from interactive sketch sessionswith the policy context of personhood
verification to develop a conceptual framework. This provides technical, governance, and design requirements
for various stakeholders.

2 Related Work

Our study of the personhood credential is positioned from two angles: identifying limitations of current identity
verification to motivate the need for personhood credentials, and adding new knowledge of user-centric perspectives to
design personhood credentials.

2.1 Landscape of Verification Tools & Practices

Identity verification has evolved rapidly with a range of technical modalities to support diverse applications from
regulatory compliance (e.g., KYC/AML) to fraud prevention and digital onboarding. These tools span from document-
based verification, biometric authentication, behavioral biometrics, knowledge-based techniques, and device signals. A
common tool we encounter in everyday life is CAPTCHA [124], designed with an automated public Turing test to
distinguish humans from bot interaction. While this method is widely used and provides some extent of security for
now, studies indicated challenges where CAPTCHAs are vulnerable to automated solvers or bots and often outperform
humans in both speed and accuracy [72, 86, 111, 125]. Another popular method for its’ usability and convenience is
physiological biometrics (e.g., Face ID, CLEAR) involving fingerprint, voice, and face unlock [44, 59, 94, 134] are
increasingly challenged by deepfakes, voice cloning, and high-quality presentation attacks [101] and privacy concerns
about biometric data in the authentication process [126, 134]. Selfies and video calls have become popular as liveliness
tests to reduce bot interaction, as seen in platforms like Instagram [23], ID.me offering self-service selfie or video call
with trusted referee verification for government use cases, such as obtaining an identity protection PIN to prevent
tax-related identity theft [25]. Behavioral biometrics (e.g., Android Smart Lock/Extend Unlock) [84, 96] has also
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emerged as an alternative identification method, leveraging users’ interaction characteristics, such as body movements
and gait patterns. Even such dynamic biometrics are recognized as more resilient against deepfake threats. An expert
interview study on biometric authentication noted that advanced generative models can convincingly mimic micro-
expressions and subtle eye movements [75]. Another form of verification is digital identifiers, device fingerprinting,
or provenance, which assigns persistent identities or metadata based on browser, device, and network traits [87, 130].
However, these checks may verify hardware, not people, thus users with shared or changing devices are misidentified or
fragmented into multiple digital personas [43, 102]. Recent studies also demonstrated that the challenges of tamper-proof
and resilientwatermarking for verifying the source of the data are more critical in many disinformation cases [133]. To
address some challenges, newer methods like DECO, CANDID, or attestation via trusted hardware (e.g., TPMs) encode
provenance to validate that actions originate from verified or bound environments [93, 132]. Another significant portion
of contemporary identity verification practices centers around public identifiers (e.g., email addresses, phone numbers)
often embedded within broader frameworks such as multi-factor authentication (MFA) or risk-based authentication
(RBA) [41, 112]. To improve user convenience and reduce the need for repeated identity creation, federated login
systems such as OpenID and OAuth 2.0 emerged [73, 90, 103]. However, these methods are still prone to privacy issues
and have limited pseudonymity when most federated systems are tied to real-world identifiers (e.g., Gmail accounts or
Apple IDs). It lacks Sybil resistance since emails and phone numbers are easy to acquire or automate, thus bot farms
can generate massive numbers of accounts, undermining trust and fairness in open digital environments.

To address these limitations, particularly to provide user control over identity management, research began intro-
ducing user-centric and decentralized identity systems. Notably, self-sovereign identity (SSI) architectures leverage
decentralized identifiers (DIDs) and verifiable credentials (VCs) [48, 97, 120] to enable individuals to generate and
receive cryptographically signed credentials from trusted issuers, present those credentials selectively and privately as
per service needs. The recent launch of World App by Tools for Humanity marked a significant inflection point in the
deployment of verifiable credential systems within public and decentralized environments, which combine usability
components by incorporating biometrics to prove claims, such as humanness and uniqueness as a human, as well as
users’ agency of data disclosure [74].

2.2 Nuances of Personhood Credentials

Proof of Personhood (PoP) Verifying online identities has been particularly crucial for blockchain systems to
mitigate the risks of impersonation and fraudulent activities. Proof of Personhood (PoP) has emerged to counter
Sybil attacks, which manipulate peer-to-peer networks by operating multiple pseudonymous identities. It verifies an
individual’s humanness and uniqueness digitally on blockchain [46] while preserving anonymity by linking virtual and
physical identities. For instance, the Idena: proof of person blockchain runs a Turing test to prove the humanness and
uniqueness of its participants [21]. Similarly, Humanode [81, 82], which ensures one Human one Node, safeguarded
by cryptographically bio-authorized nodes using 3D users’ faces. BrightID and Proof of Humanity leverage a social
mechanism, such as a social graph and social vouching, to achieve PoP [113] and guarantees that the users exist and
are not duplicates of another entity. Recent identity verification platforms reflected such social needs for PoP; Gitcoin
Passport, and Civic Pass serve as a self-sovereign data collection protocol with a PoP algorithm [113]
Personhood Credentials (PHCs) The fundamental architecture of PHCs includes three entities: User; Issuer; Service
providers. First, the user gets PHC from the issuer by providing evidence to verify their identity. Then, the user can
use PHC across different service providers without providing identity evidence again. It enables users to demonstrate
humanness to online service providers without disclosing any personal information. An example of PHC implemented
Manuscript submitted to ACM
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in the application is Worldcoin, which is based on PoP and Zero-Knowledge Proofs (ZKPs) [20, 34, 60]. It maintains
privacy and anonymity via ZKPs while employing the human iris pattern as a conclusive biometric marker for PoP.

2.3 Why End-User Perspectives Matter for PHC: Challenges & Emerging Design Space

PHC represents a new class of identity technologies distinct from conventional authentication methods. Instead
of tying identity to account ownership or preventing multiple accounts, it verifies that a user is a unique human
without revealing personal information [37, 54]. This shift introduces a design space that diverges from traditional
authentication workflows and creates uncertainty about how end-users will interpret, trust, and ultimately adopt
PHCs. Prior research on authentication and identity systems has underscored that the success of solutions is not
only in technical soundness but in careful human-centered design. For instance, small variations in message framing
[104], step-by-step authentication flows [63], or perceived cognitive effort can significantly shape user trust and
comprehension.

In the PHC design space, especially in how they preserve privacy, system builders can not assume users will interpret
them in line with cryptographic intentions. Furthermore, the contexts in which PHCs may operate are rapidly expanding
and becoming more complex than the traditional use cases (e.g., KYC), due to generative AI and synthetic identity
proliferation. Recent incidents where now AI-generated IDs are bypassing financial KYC checks [4, 35], social platforms,
and public services face escalating attacks from synthetic accounts [1, 14, 31]. Biometric systems in sectors such as
healthcare continue to encounter spoofing and robustness challenges [64, 79], and LLM ecosystems face emerging
threats like prompt poisoning [55, 128]. These developments expand verification challenges that exceed traditional
identity workflows, underscoring the need for anonymous yet reliable proof-of-humanness solutions [127]. Despite this
demand, PHC systems are early-stage, with limited real-world deployments and an active user base. In this work, thus,
we approach from a human-centered approach to determine factors that influence people’s mental models around PHC
and may conflict with real-world adoption boundaries.

The expanding verification landscape also highlights the limits of relying on existing authentication research only.
While prior work shows that biometric authentication (e.g., fingerprint, facial recognition) is widely used and valued for
convenience [44, 56, 59, 94, 134], studies also highlight user concerns around privacy, susceptibility to physical changes,
and environmental robustness [44, 94]. However, conventional authentication does not directly translate to PHCs,
whereas biometric authentication verifies identity (or device ownership), whereas PHCs verify humanness without
linking to identity. Moreover, authentication typically occurs in controlled, single-device contexts (e.g., unlocking a
phone), whereas PHCs must operate across diverse platforms with varying risk profiles [37, 60]. This fundamental
difference introduces a new design space where users may prioritize different expectations, such as balancing between
minimal disclosure and credible proof of humanness. In digital environments increasingly populated by artificial entities
and bots, we will have more situations where we hope to prove our humanness without sharing personal information.
In this work, we fill the gap by identifying the design requirements of PHC from the user and policy landscape.

2.4 Policy & Standards of Identity Management Systems

We conducted policies and standards analysis 1, to account for legal and regulatory constraints of identity manage-
ment systems. We choose documents based on their relevance to identity verification or digital identity infrastructure,
contextual diversity (e.g., geographic, technical focus, audience), and regulatory impact (e.g., international, national,

1https://anonymous.4open.science/r/PHC-user-study-14BB/policy_review.pdf
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Table 1. Policy Overview of Digital Identity System Requirements

Policy Data Requirements Data Storage Requirements Issuer Requirements

Tr
an
sp
ar
en
cy

Ri
sk

Ad
ap
ta
bi
lit
y

In
te
ro
pe
ra
bi
lit
y

Pr
iv
ac
y
Co

nt
ro
l

eIDAS [15] Not clearly defined yet, EU Digital
Identity Wallets are still in the test-
ing phase.

Data is stored on the user’s device
wallet (decentralized) and kept sepa-
rate from other data. Member states
should integrate privacy-preserving
technologies. (e.g., zero-knowledge
proof)

Trusted organisations that have
been authorized by a national com-
petent authority.

    

U.S. BSA [17] Financial institutions must collect
customer information (name, DOB,
address, SSN/TIN) for KYC.

The bank must retain the informa-
tion for five years under CIP rule.

Each bank must implement a Cus-
tomer Identification Program.

×  × ×

California State Law, Cal-
ifornia Digital ID Frame-
work [9]

One or more of the following: 1)
Something you know – e.g., pass-
word, 2) Something you have – e.g.,
a code sent to your device, 3) Some-
thing you are – e.g., face or finger-
print recognition

Centralized, California Identity
Gateway minimizes ID and eligi-
bility data and shares it with third
parties.

Identity Gateway (OpenIDConnect)
to federate identity providers and
agencies.

 × ×  

Wyoming State Law [2] Not specified. Decentralized; Defined "personal
digital identity" as a self-sovereign
intangible digital representation.

Not specified. × × # ×

Utah State Law [18, 29] Not specified. Not specified; but identity use must
be free from surveillance, visibility,
tracking, or monitoring.

The state is the only governmental
entity that may endorse an individ-
ual’s digital identity.

× × ×  

NIST SP 800-63 Digital
Identity Guidelines [24]

Data requirements of identity proof-
ing (e.g., ID documents, biomet-
rics) based on Assurance Level (e.g.,
IAL2, IAL3).

Data protection requirements based
on Assurance Level (e.g., Approved
cryptographic techniques are re-
quired at IAL2.)

Credential service providers and
identity providers must meet NIST
requirements.

×  × ×

W3C Recommenda-
tion [12, 32]

A verifiable credential can contain
any data attested to by an issuer, al-
lowing for selective disclosure. Em-
phasizes user control over data.

Prove that the information is not
tampered with a cryptographic
proof (e.g., digital signatures and
zero-knowledge proofs)

Any entity can be an issuer of Ver-
ifiable Credentials if it can crypto-
graphically sign the data.

# ×   

Transparency: The identity system clearly outlines the data to be collected, stored, and shared. / Risk-based Adaptability: The identity system is flexible
and adjusts according to risk. / Interoperability: The identity system is portable across different services. / Privacy Control: Users have control over their

data in the identity system.
 = Explicitly address the themes, showing alignment with it;#= Not explicitly, but directionally relevant; × = Not addressed.

state). We summarized data requirements, storage requirements, and issuer requirements (Table 1) as well as mapped
policies’ alignment with user-centric themes, such as Transparency, Risk-based Adaptability, Interoperability, and
Privacy Control. For instance, California’s ID Framework uses a centralized identity gateway to minimize and manage
ID and eligibility data, requiring either knowledge, possession, or biometrics, and facilitating issuance through third
parties via federated identity providers using OpenID Connect. We found that issuer-related specifications are often
underdefined. In the case of decentralized standards, an entity can be an issuer if it is a verifiable credential. In contrast,
government regulations often require approval from an official authority to perform as an issuer. These insights guided
our interview study design to investigate design possibilities for future PHC systems.

Legal regulations define how identity systems should manage data and verify users. Recent policies also highlight
government and institutional expectations for future identity systems, specifically which values matter most, such as
privacy, security, and user control. Our review examined policies and standards affecting the governance of identity
verification systems. We categorized the reviewed policies into five groups- Legislation; State-level Laws; Standards and
Requirements; Strategic Frameworks; Guidance and Recommendations. This categorization reflects on legal constraints,
technical requirements, national strategies, and sector-specific best practices that shape how identity systems are
designed and governed. Specifically, Legislation informed the legal constraints on how identity data is collected and used.
State-level laws captured early policy innovations around blockchain-based identity. Standards and requirements
clarified the technical and regulatory conditions for deploying identity systems. Strategic frameworks revealed
Manuscript submitted to ACM
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long-term national goals for secure and privacy-respecting identity infrastructure. Guidance and recommendations
implied best practices for interoperability and sensitive sectors like finance.

Across our review of policies and standards, we observed a consistent direction toward users’ rights for data control.
The EU is advancing a universal digital identity wallet, keeping users in control through selective disclosure, while the
United States is moving through state-level pilots of DID and verifiable credentials, and technical standards emphasize
privacy protection and interoperability. These directions are deeply interwoven with the emerging role of personhood
credentials, which also aim to verify individuals while minimizing the amount of personal information disclosed. By
enabling proof of humanness without broad identity exposure, personhood credentials align closely with this broader
shift toward user-centric, privacy-preserving identity ecosystems. The full analysis table is available through the
footnote link, which details the relevance and implications for identity system users and covers 13 policies and standards
in total.

3 Method

In this section, we outline the method to investigate users’ perceptions and preferences of personhood credentials. We
conducted semi-structured interviews with 27 participants from the US and the EU/UK from October 2024 to January
2025. The study was approved by the Institutional Review Board (IRB).

3.1 Participant Recruitment & Participants

We recruited participants through (1) social media posts, (2) online crowdsourcing platforms, including CloudResearch
and Prolific. We invited respondents to our study if they met the selection criteria: a) 18 years or older and b) living
in the US or the EU/UK. We focused on these regions because the US and EU have led regulatory and technical
deployments of digital identity and have played a central role in shaping the foundational regulatory framework in the
early stages [77, 91, 100]. Each participant received a $30 Amazon e-gift card upon completing an hour-and-a-half
interview. We interviewed a total of 27 participants: 13 from the US, 13 from the EU/UK, and 1 from other regions (Table
2). The majority of the participants (59%) were in the age range of 25-34, followed by 19% who were 35-44 years old, with
the remaining age groups (18–24, 45–54, and 55–64) each representing 7% of the total. The participants were from the
United States and various countries, namely Spain, Sweden, Germany, Hungary, and the United Kingdom. Participants
had different backgrounds of education levels, with 85% of participants holding a Bachelor’s degree and 67% holding
a graduate degree. 63% of participants had a technology background, while 48% of them had a CS background. Our
sample is concentrated in a limited region due to our design choice. Prior usable security research shows that security
behaviors and expectations vary widely across cultural and regional contexts, and that context-aware, user-centered
design is more effective than universal, one-size-fits-all approaches [63, 76]. We prioritize context-rich insights, which
might not generalize to all regions. In addition, the recent Kantar’s survey of consumers shows that awareness and
usage of digital identity solutions were notably higher among the 25-34 age group [122]. Therefore, the demographic
composition of our sample reflects the population most likely to interact with such systems in real-world settings.

Although most participants were familiar only with traditional authentication methods, a small subset reported
experience beyond these practices. Some participants (P4, P13, P18, P20, P23) described using personhood-like features,
for example, self-custody crypto wallets, human-liveness checks through ID.me for tax filing, video-liveness verification
in German online banking, or cross-platform KYC apps. Our sample had limited experience with these systems, as
personhood credential technologies are still emerging and only beginning to form partnerships with mainstream social,
gaming, and finance applications in 2025 [16, 26, 33].
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3.2 Semi-Structured Interview Procedure

We designed the interview script based on our research questions outlined in the introduction Section 1. The study
protocol was structured according to the following sections: (1) ask about current practices of identity verification; (2)
present an educational video to provide an overview of PHCs; (3) investigate factors that influence users’ preferences
for PHCs as identity verification through scenario-based sessions; (4) facilitate a design session to conceptualize users’
expectations.

In the first section, we first asked a set of questions to understand participants’ current practices of online platforms
and the types of identity verification methods they had experience with. This aims to understand their familiarity with
various types of verification, including biometrics and physical IDs.

In the second section, we then asked about participants’ current understanding and perception of personhood
credentials, either from prior knowledge or from intuition, by just hearing the term. The majority found this an
unfamiliar terminology; however, it referred to a form of personal identification, often associated with biometric
verification. PHCs remain an emerging technology with a limited user base. To ensure our participants had a baseline
understanding of PHCs before proceeding, we created and showed them an introduction video 2 that explains the
core concepts of PHCs using accessible visuals and audio. This video encompasses an overview of PHCs based on
literature[37], using World App as a real-world example (Appendix A.1). We asked the same set of multiple-choice
knowledge questions both before and after the video. We observed an improvement in response rate, such as “What is

the primary goal of PHC?” from 85% to 100% after watching the video.
In the third section, we explored specific application scenarios of PHC to understand factors that influence participants’

preferences towards PHCs as well as identify their perceived risks and benefits. We examined the following six scenarios:
(1) Financial service, (2) Healthcare service, (3) Social media, (4) LLM applications, (5) Government portal, and (6)
Employment background check. We grounded our scenario design based on literature and existing PHC systems to
capture broader design preferences and tensions around emerging challenges of identity verification (Section 2.3) as well
as to reflect real-world contexts where identity verification is commonly required or is likely to be incorporated in the
near future. We have also incorporated various types of data or credentials requirements (e.g., physical ID, biometrics,
etc.) across scenarios to maintain diversity in our discussion with participants based on former literature and existing
systems. For each of the six scenarios, we explored participants’ perceptions of using PHC in hypothetical situations
that align with the research focus, as well as to help participants relate PHC concepts to real-world applications. This
is particularly useful for this study, where user perceptions and expectations under specific conditions are crucial to
devise solutions [52]. We asked about their feelings, perceived benefits, and risks. We also nudge them to think about
any privacy and security perception around using PHC and types of data (e.g., iris, face, government id, etc.) involved
in issuing PHC.

In the fourth section, we began by refreshing participants’ memories of the various risks and concerns discussed
in the earlier section. Following this, we guided participants to brainstorm potential design solutions by sketching
their ideas. To facilitate the sketching process, we developed sketch notes in Zoom to help participants generate
ideas, particularly when starting from scratch is challenging. This exercise aimed to understand participants’ thought
processes and visualize the measures they would suggest for PHC design. We encourage participants to explain their
reasoning in a think-aloud manner.

2https://anonymous.4open.science/r/PHC-user-study-14BB/
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Theoretical Saturation. In our early interviews, each session yielded some additional codes regarding the benefits,
perceptions, and expectations of PHC, such as less uploading documents, easier than the usual verification, trusted 3rd

party involvement. As we conducted, the new code gradually slowed over time, and increasingly reinforced existing
themes. In line with studies of a similar nature [85, 107], we interviewed participants until we observed thematic
saturation [69, 98, 110]. We assessed saturation at the point where new interviews no longer produced novel codes. At
25 participants, interviews primarily repeated established themes where our codebook reached 97 codes, increased to
98 at participant 26, and remained at 98 for participant 27. We concluded recruitment upon achieving saturation.
Post-Survey. We conducted a post-survey to obtain participants’ PHC preference quantitatively. It included questions
on participants’ preferences regarding credential type, issuer, and issuance system for the scenarios (e.g., financial,
medical, etc.) considered in our interview.

3.3 Data Analysis

Once we got permission from the participants, we obtained interview data through the audio recording and transcription
on Zoom. We utilized a thematic analysis method for evaluating our qualitative data, as described by Braun and
Clarke [47]. Firstly, first coder independently coded 40% of the data, then compared and developed new codes until
we got a consistent codebook. After that, they split the remaining data and coded separately with the codebook. We
grouped the codes into sub-themes and then into main themes that aligned with the research questions. These themes
were organized into broader categories. We have made our codebook publicly available in the project repository linked
in the footnote 3.

4 RQ1: Users’ Current Impression of PHC

Current Verification Practices. Participants most commonly mentioned financial services, including online banking
and investment platforms, as well as health services, government-related, and cross-border regional verifications in
digital and physical forms of credentials for identity verification. Several participants mentioned the requirement to
upload government IDs (e.g., social security number, driver’s license) when onboarding, as P7 said–“For Robinhood, it
asked for uploading my government-issued IDs like driver’s license and passport.” Similarly, P2 explained her verification
experience in government services requiring multiple information “Last year I was requesting my tax filing documents in

IRS. I had to verify my identity with my face, as well as information from government-issued IDs to confirm my identity.

[id.me [22]].” Beyond financial and government services, identity verification has also become essential in marketplace
apps, P1 illustrated this trend with Airbnb, explaining that they are reluctant to provide IDs “If you book as a renter, you

would need to verify your government ID for eligibility to book your first stay.”

Trade-offs between known and unknown privacy guarantee. Participants often made trade-offs between familiar
security guarantees associated with traditional verification methods and the less clear assurances of emerging PHC.
As P18 mentioned, she heard about World ID as a personhood credential and remarked “ They scan your iris, create a

unique code, and re-verify me again later time. I guess that means they still keep some sort of data from the iris scan. I

would still stay with email or traditional verification as I know what they are keeping. Even though World App guarantees

privacy with hi-tech, I don’t exactly know how much privacy I have in human tests. I’m not saying it’s a bad idea, it’s

just i am unsure.” P23 with age ranges from 45-52 noted–“it’s just easier to do with email or my physical photo ID in

an old system Newer technology is supposed to be faster and more user-friendly, but to me, iris scan or selfie scan, I can’t

3https://anonymous.4open.science/r/PHC-user-study-14BB/
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even know if I am doing it correctly. I’m getting to the point where I can say I’m old-fashioned.” This underscores the
generational divide in preferences with emerging technologies compared to established methods.
Perceived Benefits of PHC: Fairness in Representation. Participants discussed fairness and the potential benefits
of PHCs. P19 shared her experience with online study platforms which is one of the primary means of earning, “often
time I got "time out or returned" in this platform and earlier I thought I am slow responding to survey request I received on

my account. Lately, it happens too often, feels like there are bots or a group of people are more proactive in participating

in surveys. honestly, it reduces the chances for me being selected for research studies ” She emphasized that personhood
verification could help filter out bots and increase her chances as a genuine participant. P21, who is a dedicated gamer,
finds it disheartening to encounter players, likely bots, who level up so quickly. To emphasize the benefit of PHC, he
mentioned “I play online games with other people around the world, like shooting games. We regularly encounter bots in

these games, which basically dilutes our experience. As an experienced player, I can usually tell when someone isn’t a real

person based on how they play. Personhood verification could be a good feature.” P27 sees the potential of personhood
with privacy in sensitive areas involving children. "Kindergarten registration, you have to give all sorts of proof. Instead I

would like to verify certain things with personhood credentials given based on all those proof."

Perceived Concerns of PHC: Power, Control, Security Participants expressed concerns about potential risks,
including the centralized power of the issuer, uncertain regulations of emerging technology, the authenticity of PHC,
and misuse of anonymity. For instance, P6 pointed out that centralization of credential information with PHC issuers
could lead to power being misused, saying, “you’re gonna give all your information to a small group or institutions to

issue PHC. So they have the power that can be abused later.” P10 also highlighted the risks in high-stakes situations,
such as employment background verification, where an inauthentic PHC could have serious consequences. He noted "I

don’t know if it’s possible to fake government-issued ID. I feel like I’m probably concerned about an inauthentic PHC." P4
expressed similar concerns about data exposure to an employer if they only share PHC “For instance, I had a job offer

that required details about my criminal record from five years ago. It would probably reveal more even if I only share PHC.”

PHCPreference Dilemma: Physical andDigital VerificationMany participants often relate their offline experiences
when describing their preference for credentials and issuance systems. For instance, some of them described the
inconvenience of carrying physical IDs , saying “When you need to buy some alcohol drinks, take a flight, you need to

show your driver’s license or passport. But it’s not a very convenient, because I have to carry the physical ID all the time.”

Another participant pointed out the potential risk of IDs being stolen, citing, “I think this information may be lost, or

maybe stolen. So it’s a risk.” While participants highlighted the inconvenience and physical vulnerabilities of traditional
IDs, they simultaneously shared the limitations of digital identifiers, such as verification through phone number [OTP]
during international travel.
Regulatory Uncertainty in Emerging Technologies Participants emphasized that the trust in PHC depends not only
on their technical implementation but also on the certainty and interoperability of accompanying policy regulations.
Although they recognized PHC’s potential to reduce fraud, some raised negative impressions related to the absence
of solid policy regulations with other emerging technologies, often linked to experiences with cryptocurrency or
blockchain systems. P13 expressed concern that PHC could face sudden restrictions with the fragility of such systems:
"The only problem actually was with cryptocurrency and things like that. There are no regulations, so when the UK brought

out some new legislation, they just decided that UK users couldn’t use their service anymore. My only concern with that

would be kind of. It might get a bit complicated, especially if the websites you are signing up to are in different countries to

you." Such uncertainty reinforced perceptions of PHC as vulnerable and difficult to rely on.
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Limited Understanding of Cryptographic Protections Participants’ reflections revealed misconceptions about how
data in PHC would be protected. P8 assumed that any credential data could eventually be stolen once adversaries found
a way to misuse it: "Everything is able to be stolen. It might work in the short term until people who do bad things figure

out how to steal it and use it. We came up with paper versions of authentication, like a driver’s license, because we needed

something to identify people. But now we realize that it is not as secure as it can be. So when you start a new job, you have

to bring more than one form of identification to prove. So I think using biometrics would feel secure until a way is found to

misuse it, just like a paper identification." This perspective suggests that participants might believe that attackers, similar
to physical IDs, could directly access digital data. What was missing in their mental model was an understanding of
PHC’s underlying cryptographic protections, such as zero-knowledge proofs, which ensure that sensitive information
is never directly revealed while still allowing verification of personhood.

5 RQ2: Factors Influence on How People Would like to Verify Themselves

In this section, we discuss various factors that influence people’s preferences, including application types, credential
types, stakeholders as issuers, and architecture types.

5.1 Data Requirements to Issue Credential

Participants generally categorized data requirements into three main types: ➊ Government-issued IDs, such as social
security numbers, passports, and driver’s licenses; ➋ Biometrics, including face, fingerprints, and iris; and ➌ Digital
identifiers, such as phone numbers and email addresses. In figure 1a, government-issued ID is the most preferred data
to issue PHC across applications, except social media and LLM applications. Phone number is most preferred for LLM
applications, followed by iris scan.
Sensitivity, Security, & Efficiency Across Different Biometrics Several participants highlighted their preference
for their PHC associating with government-issued IDs, as they were most familiar with this approach and perceived
it as reliable. We found that individuals have varying preferences across biometric types, such as fingerprints, facial
recognition, selfies, and iris scanning. Firstly, participants considered fingerprints as less invasive and less sensitive. In
contrast, facial recognition was discussed as a more sensitive method, as P5 said, "I would say fingerprint is fine, but face

is too much. you can be identified in public settings in streets. If they have camera [surveillance], anyone can just trace your

whereabouts." Most participants expressed their views about the iris method without having direct experience with this
method. Notably, P8 said- "iris verification is probably the more secure of all, fingerprints and facial recognition can be

regenerated. But eye is a very complex organ in the body. I would choose iris, because I think it’s the most secure." On the
same note, P23 highlighted challenges with his father’s fingerprint, noting that it had become difficult to identify due to
the construction work making his prints blur over time.
Combination of Multiple Credentials Participants emphasized the importance of using multiple types of credentials
to enhance security. P13 indicated this preference, combination of facial scan and fingerprint combination. If you’re

wanting to prove this is the person. Then it would make sense to have more than one biometric. I don’t know if it’s possible to

fake somebody’s. If there are completely two different biometrics, it would be more difficult to fake.” In cases like financial
services, many participants preferred PHC issuance based on both physical ID (e.g., gov ID) and biometrics (e.g., iris).

5.2 Stakeholder Types

Preferences of PHC Issuers: Control and Practicality Participants expressed varied levels of acceptance regarding
the preferred issuers of PHC. Across all application scenarios (Figure 1b), government entities emerged as the most
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(a) Results of Credential Preference: Which type of credentials
would you prefer to use as personhood verification for each
scenario? (Multiple selections were allowed.)

(b) Results of Issuer Preference: Which type of issuers would you
prefer to issue and manage your PHC for each scenario (Multiple
selections were allowed.)

Fig. 1. Survey Responses of PHCs (a) Credential Preference (b) Issuer Preference: Participants’ preferences are context-dependent,
particularly showing contrasts between financial, healthcare, and government services versus social media and LLM applications.

trusted issuers for the majority of participants, followed by nonprofit organizations (NPOs). P5 noted– "Government is

my preferred. If there are certain organizations are leveraging 3rd party organizations, they should be regulated and under

government supervision. The least favored one is private companies without supervision." P24 suggested that local-level
governance could serve as a practical intermediary, reflecting his experience in the Netherlands, where municipalities
serve as the central point for identity verification. However, practical considerations influenced participants’ views in
certain domains, particularly social media and LLM applications, where private companies were rated as acceptable
issuers. As P19 said “I don’t see it happening - social media involve govt vetted PHC. its just not practical. i don’t want

gov issued phc for social media, i am not fool to allow govt to another layer of surveillance.” In contrast, a group of
participants favored nonprofit organizations for domains like healthcare and social media, valuing their balance of
trust and regulation, P10 stating “So NPOs with government backing, they could be another trustworthy source, but not

as intense as the govt. to balance it out.” This contrast underscores the complex trade-offs individuals consider when
evaluating trust, regulatory oversight, and practicality in selecting entities to issue PHCs.
Trustworthiness of Stakeholders: Legal Authority vs. Brand Value Due to the nature of PHC issuers being
responsible for handling identity information, participants expected them to be secure enough to leave sensitive
information. We observed that participants’ perceptions of trustworthiness were closely tied to the presence of legal
and regulatory oversight. P5 explained his trust in banks comes from regulatory systems: "They are being monitored

by federal agencies. Their activities are monitored. They are under a lot of regulations. So there is a monitoring system

that is tracking banks." P26 similarly noted that healthcare systems are safe and confident because of legal protections
such as HIPAA. Several participants emphasized the role of brand value and familiarity in shaping their confidence
in issuers. P1 noted, "I generally try to stay away from platforms that I haven’t heard before, where they ask for very

sensitive material, like my passport or my driver’s license for verification. " This perspective illustrates how users relied on
brand familiarity as a proxy for trust, even without knowing the actual security practices. While governments, financial
and healthcare service providers derived trust from legal and regulatory oversight, well-known technology companies
earned trust through their reputation and visibility in everyday services.
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5.3 Architecture Types

Decentralized vs. Centralized Participants highlighted the risks of centralized storage, preferring decentralization
for its enhanced security. P8 stated " You’ve created a wall between any problems with data theft, with a centralized data

storage. They only have to breach the walls of one castle with decentralized. They have to breach the walls of two different

castles, which makes it a lot more complex and most people won’t. " In contrast, participants who expressed a preference
for a centralized approach highlighted its simplicity and ease of use. P21 stated “I feel like central authority can respond

to any threat aftermath more effectively for centralized issuance and I guess central, like if gov is issuer then it will have

global legitimacy, i can use it for customs.”

In BetweenCentralization andDecentralization Some participants expressed preferences for issuers with a balanced
approach of centralized and decentralized systems. P1 highlighted a mixed preference, favoring decentralization while
emphasizing the government’s oversight, "I think it’s sort of in the middle. I think decentralized would be the right way

to go, because. as expecting the Government to have enough resources to keep verifying PHCs would be hard...But the

verification, like the issuing authority, is still a government, and the Government still has oversight on how these verification

systems work."

6 RQ3: Design Suggestions for PHC

6.1 Design Themes from Participants’ Sketch

Participants expressed specific needs for PHC systems, primarily focusing on enhancing security and trust while
accommodating diverse needs. From the design sessions, we identified the following themes.
Design Theme 1: Time-bounded Credential for Minimum Data Disclosure Some participants expect credentials
to verify personhood with the least amount of personal data, avoiding detailed personal or biometric data collection for
a long period. Another expectation was the portability of preferred credentials to be used across platforms without
re-verifying frequently. To address these, some suggested features or design concepts that were limited to a validity
period, proof without storage, or pseudonymization of the data when storing it. P21 mentioned - “I want a credential
that works like a trusted pass—valid only for a set time (e.g., 30 days, 6 months, or 1 year), with reminders before it expires.

It should prove I am a real person without storing my sensitive details or tying them to my real-world identity, like some

level of anonymity. Just give me the freedom to be verified without being exposed.” , which is depicted in Figure 2a.
Design Theme 2: Sensitivity-based Usable Credential Choice for PHC Many participants expressed sensitivity-
dependent credentials as presented in Figure 2b. They suggested a design that allows choices for end users based on
their perceived level of security needs across services in healthcare, finance, social media, etc. To illustrate the concept,
P3 provides a design where she made a choice of government-issued ID or face to obtain a PHC for services in healthcare
and finance. In her words- “I think it very much depends on the scenario. Creating a bank account or an account on a

government website, or with a healthcare provider. In terms of financial security, or on the government side, my preferred

would be a face scan or a video call to verify my face and uploading a doc like my government-issued residence permit, or

my passport. Whereas in cases that don’t have that much of a security concern, like an account on ChatGPT, or a social

media account, I would be okay with a fingerprint scan or an iris scan.” She considers fingerprint and iris are less sensitive
since face scan can potentially reveal one’s identity, stating “ I think the iris, fingerprint scanning less of a risk, because
bad actor needs to have a advanced or physical technology to do so unlike face.”

Design Theme 3: Visually Interactive Human Check. Another design theme comes up where participants explain
how “video chat” offers several advantages in preventing social attacks during personhood credential issuance by
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(a) Illustration to depict time-bounded credential with mecha-
nisms that minimize data exposure

(b) Illustration of choice for users to choose various data require-
ments for PHC issuance for different applications

(c) Illustration to depict a comprehensive, visually interactive
human check with video chat for humanness, environment check

(d) Illustration to depict periodic biometrics, dynamic authenti-
cation, geo-restricted access

(e) Illustration to depict single issuer systemwith the government (f) Illustration to depict decentralization for PHC governance

Fig. 2. Design suggestions for PHC: each represents the following design themes (a) Time-bounded credential for minimum data
disclosure; (b) Sensitivity-based usable credential choice for PHC; (c) Comprehensive, visually interactive human check; (d) Mitigate
PHC misuse; (e)(f) Distribute power across issuer: decentralized vs centralized.

triangulating real-time interaction, visual verification, and environment check. As P2 said “video chat could be a way

to avoid social attacks. This way service provider would ask you a lot of questions to make sure you are not controlled by

someone else, and they would ask to move my camera, take videos of my whole room to make sure there’s no one else beside

me. And of course, it’s it would. It would not be a 100% thing, things [only face, ids] are still the old stuff. This could be a new

step to developing PHC algorithm.” P2 further emphasized how human interaction is still a key when stepping into
new technological innovation where in the issuance process, trained staff can assess subtle cues and inconsistencies
that automated systems might miss, potentially detecting social engineering attempts or ask personalized questions
based on the user’s responses and behavior, making it difficult for attackers to prepare scripted answers (Figure 2c).
Design Theme 4: Mitigate PHC Misuse: Periodic Biometrics, Dynamic Authentication, and Geo-Restricted
Access. Participants suggested enhanced key management for the PHC system to address potential misuse, such as
identity selling, credential sharing, and unauthorized account setup (Figure 2d). Suggestions included periodic biometric
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verification (e.g., facial recognition or fingerprint scans during login) or random re-authentication to ensure that only
the credential holder can access the system (P6, P8, P13, P18, P23). P13 highlighted the risk of credential sharing during
onboarding, where users may rely on friends or family for setup assistance, potentially leading to unauthorized access.
To mitigate this, P13 proposed combining biometrics with dynamic authentication methods, such as time-sensitive
push notifications. Additionally, P13 suggested implementing geo-fencing to restrict access from unfamiliar locations
or devices, reducing the risk of misuse if credentials are leaked. These suggestions aim to ensure that PHCs are used
securely and by the intended user across different services.
Design 5: Distribute Power Across Issuer: Decentralized vs Centralized Participants (P5, P9, P10) frequently
highlighted the importance of a single issuer for PHC, prioritizing a unified point of trust. For example, P10 suggested
the government as the primary issuer for various services, arguing that involving third parties, such as insurers in health
contexts, complicates credential management (Figure 2e). Conversely, others (P1, P7, P11) supported a multi-issuer
approach, leveraging blockchain-based systems to enable decentralized storage and sector-specific distribution of power,
addressing trust and governance concerns in PHC. The main design concept focuses on ensuring that any misuse
of data by one entity would be immediately flagged by others and distributed control among different issuers when
included as decentralized issuance systems. P7 illustrated the concept by stating "The important part is, they will have

the same information all at once and they are synced together. So someone is uploading their document or info, all these

companies are going to have it in sync together, so that if there is any misuse of information is going on here, the other

companies would get to know it." (Figure 2f)

6.2 User and Policy Informed Conceptual PHC Design Framework

In this section (Figure 6.2), we present a conceptual framework that synthesizes our findings from user study and
policy analysis into concrete design requirements. We outline how each stakeholder plays a key role in technical
implementation, regulatory governance, and user experience design. From our work, we present requirements that are
uniquely tailored to PHCs as anonymous, Sybil-resistant, renewable, and multi-issuer credentials which depend
on public trust and correct interpretation of privacy and security guarantees of this emerging technology.

Technical Safeguard For System Builders: Our user study and policy analysis highlight the engineering scope for
PHC if adopted in mainstream applications. We found five themes on system requirements. Many of which exceed the
requirements of conventional authentication systems.

(1) Time-bound & Renewable Credentials. Prior work in decentralized identity and verifiable credentials [95] sheds
light on limiting long-term correlation and storage of sensitive attributes, as specified in the W3C Verifiable
Credentials Data Model and GDPR Art. 5 [6, 32]. Participants echoed this concern in our interviews. A possible
system requirement is to issue renewable credentials with cryptographic ephemeral periods for limited credential
lifetimes (e.g., 30 days, 6 months, 1 year) [46, 129]. To further facilitate anonymity, system builders may provide
non-linkable renewal tokens, similar to unlinkable credential refresh in anonymous credential systems [50]. Finally,
for the privacy of biometrics and sensitive data used in credential issuance, developers could enforce automatic
deletion of raw biometrics immediately after one-way transformation.

(2) Sensitivity-aligned Issuance Paths: Regulatory frameworks such as NIST 800-63 define assurance levels based on
context and risk. Users in our study similarly desired tiered issuance models [24, 99]. PHCs can thus support parallel
issuance tiers such as High sensitivity: government ID and biometric, Medium: biometric only, Low: phone number
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Design Requirements
for User-Centered PHC

For Policymakers

For System Builders For Designers

Time-bounded 
Renewable Credential

Transparency:  Issuer Accountability Requirements

Surface Cryptographic Guarantees in Understandable Micro-Explanations

Mandate auditable issuance and revocation logs and incident reporting
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Mandate that services justify requesting high-tier PHCs

Establish cross-issuer interoperability standards (e.g., shared ZKP schemas)
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Guarantee user rights over credentials

Provide unauthorized-issuer blacklists

Fig. 3. Overview of user-centered PHC design requirements for different stakeholders: system builders, policymakers, and designers.

and liveness. On top of that, they could add policy constraints based on state and federal-level policy, where certain
high-risk sectors (e.g., healthcare, finance) cannot accept low-tier PHCs.

(3) Verifiable Interactive Human Checks: Emerging PHC literature [37] emphasizes that bot resistance must incorporate
human-in-the-loop verification. In our study, participants also strongly preferred interactive verification steps
in high-risk contexts, such as camera pan, dynamic prompts, and voice liveness. Service providers may produce
non-identifying proofs, consistent with privacy-preserving verification mechanisms.

(4) PHC Misuse-Prevention Layer: From our policy analysis, we found identity standards such as the FTC Red Flags
Rule and NIST emphasize detection of unusual credential activity [24, 28]. Thus, PHC requires an adapted form of
misuse detection, such as biometric re-verifications that generate binary proofs (yes/no) without revealing identity
through a liveness test at login or random intervals.

(5) Multi-Issuer Architecture: Our policy analysis shows a critical gap where issuer requirements are underspecified
across most digital ID policies. Some frameworks allow “any entity that can sign credentials” (W3C), while others
require strict governmental authorization (eIDAS, BSA) [15, 17, 32]. Thus, PHCs should adopt multi-issuer credential
architectures that enable PHC issuers, such as governments, nonprofits, and regulated private organizations, to issue
PHCs under a single zero-knowledge proof format with a shared revocation registry through certain deterministic
attestation APIs.

Governance Requirements For Policymakers: Drawing from the four dimensions highlighted in our policy review,
policymakers play a central role in shaping the governance infrastructure for PHC.
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(1) Transparency: In OECD identity governance recommendations [27] and GDPR transparency obligations [5], one of
the main requirements is issuer accountability in the governance process to maintain auditable issuance, revocation,
and regular compliance audits under certified programs and report incidents similar to financial KYC breaches [28].

(2) Risk Adaptability: Mirroring NIST 800-63 [24] security requirements, policymakers should define PHC Assurance
Label (e.g., PHC AL1/2/3) aligned with sector sensitivity, where services are obliged to justify their requests for a
certain tier of PHC.

(3) Interoperability: Consistent with eIDAS 2.0, EBSI, and W3C standards [12, 15, 19], interoperability expects multi-
issuer ecosystems under shared standards. This ensures establishing cross-issuer interoperability standards (e.g.,
shared zero-knowledge proof schemas) to prevent monopolistic control by any single governmental or corporate
issuer.

(4) Privacy Control: Building on selective disclosure frameworks (eIDAS wallet, W3C VC Data Model) [15, 32] polices
should enhance users’ privacy control via selective disclosure. A potential way is mandating cryptographic selective
disclosure as a baseline feature and users’ right to deletion, renewal, and reissuance.

Communication & Interaction Requirement For Designers: Our findings reveal four design directions from
human factor perspectives.

(1) UnderstandableMicro-Explanations: Users struggled to interpret humanness proofs, a challenge echoed in prior work
on privacy-preserving cryptographic UX [61, 62, 65, 117]. Designer needs to mitigate the gap by surfacing privacy
guarantees in understandable micro-explanations. For instance, designers need to translate privacy guarantees into
task-level messages (“We confirmed you are a human without learning who you are”) rather than stating abstract
terminology like "zero-knowledge".

(2) Credential Lifecycle Interfaces: Users frequently shared concerns on how long PHC data will be stored or whether
it will be stored. To address these concerns, designers can break down the issuance pipeline, depicting the path of
user data, which information the system records, how that data is processed, and deleted into a visual depiction
(e.g., “biometric > encrypted hash > deleted immediately”).

(3) Guardrails Against Human Error: Research shows that trust depends on issuer recognizability and operational
clarity [118]. Thus, for emerging technology, like PHC, design can provide clear issuer identity indicators (e.g.,
“Issued by: State X” ). This will help users verify they are interacting with legitimate issuers. Another way is to
educate users throughout the onboarding process on key areas, such as privacy notices, key management, and
confidence checks, to ensure they understand their workflow within the services for receiving credentials.

(4) Explain On-Device Data Handling: For most participants, the main uncertainty was where biometric or liveness
data lives. Thus, interfaces must explicitly explain on-device data handling at every stage on what stays on device,

what transforms into ZK proofs, what is never transmitted, how deletion occurs post issuance. These explanations align
with the “privacy dashboards” required in eIDAS 2.0 and California privacy frameworks (CCPA/CPRA) [8, 15, 30].

7 Discussion

Our findings shed light on a wide range of human factors in designing personhood credentials. In this section, we
discuss how the findings can contribute to the current state of knowledge in designing user-centered and secure PHC
design.
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7.1 Main Findings

Our findings add new knowledge to the literature with the underlying reasoning of why users have certain preferences
for PHCs, while existing literature has been limited to identifying preferences alone [83]. A novel discussion is the
role of issuers in PHCs. Although prior PHC and Proof-of-Personhood literature emphasizes cryptographic design and
systemic architectures (e.g., decentralized issuers, Sybil resistance, ZKPs)[46, 60, 67], limited research has examined how
end-users evaluate issuer legitimacy. More recently, a cross-industry collaboration [37] resurfaced the conversation of
personhood credentials, highlighting the need for a robust ecosystem of PHC issuers. Participants viewed issuers as a
critical determinant of trust where preferences differ by context, with governments most trusted in sensitive domains and
private issuers accepted in everyday-life applications, which reflects the need for multiple issuers to avoid centralization
risks and prevent monopoly by any single stakeholder [46, 67]. The launch of World App in the U.S. [74] further signals
a move toward scalable implementation. A fundamental challenge remains the "chicken-and-egg" dilemma: the absence
of a broad ecosystem of PHC issuers hinders the adoption of systems that rely on PHCs, and conversely, the lack of such
systems makes it difficult to incentivize the establishment of PHC issuers. Our findings highlight an interdependence
and the importance of carefully considering both the issuing ecosystem (e.g., centralized versus decentralized models)
and the type of issuer. Finally, participants’ uncertainty about PHC mechanisms highlights comprehensibility as a
primary barrier, as a new technology [36]. Previous work shows that users misinterpret cryptographic protections
when they are not surfaced in accessible ways [38, 88]. Our findings also show that participants’ analogies to familiar
authentication cues such as behavioral biometrics (e.g., touch dynamics, keystroke dynamics) [84, 96]. This might
reduce some friction and improve usability; however, it may introduce threats of linkability and anonymity. Future
design may consider strictly on-device processing to broaden the discussion on usability and security trade-off in
PHC re-verification. Drawing on findings from the user study and policy analysis, we synthesize a set of technical,
governance, and interaction-design requirements for developers, policymakers, and designers.

7.2 Risk–Benefit Analysis and the HCI Trajectory of PHC, as a Privacy-Preserving Technologies

Our result shows a tension between awareness of bot in online environments (e.g., survey platforms, games, and social
media) and reluctance to “unknown risk” vectors as a new technology compared to traditional verification. Given this
tension, their adoption decision towards PHC is likely to be influenced by risk-benefit analysis shaped by Protection
Motivation Theory (PMT) [40, 45, 105, 121], in which individuals act to protect themselves from threats based on
perceived severity and costs of adaptive behavior.

Often, participants overlook a central property of PHC systems, the cryptographic or privacy guarantee that ensures
personal information used for obtaining PHCs is not disclosed to service providers and is never stored in a directly
identifiable form. Nevertheless, our results show that PHC preferences differ across scenarios, clearly revealing a
significant gap between the data safety offered by PHC and the end-user’s understanding. This hinges upon an emerging
issue in human-centered security “how to communicate cryptographic privacy protections to non-experts.”. Although zero-
knowledge proofs have been extensively studied in security research as a key technology underlying modern blockchain
systems, they remain largely unexplored within the HCI domain. This gap is significant when mainstream applications
can widely benefit from this emerging tool, PHC to defend human signal and interaction in digital communication
from bot, non-human and generative communication [37, 60]. This mirrors historical patterns in usable privacy, where
innovations such as differential privacy remained technical concepts until widespread deployment forced researchers
to develop user-facing explanations[49, 108, 114].
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PHCs now occupy a similar moment. The underlying technologies, such as ZKPs of PHC are particularly crucial to
enable individuals to prove specific features of their identity while preserving anonymity, making them a foundational
mechanism for future identity systems [63, 89, 109]. Yet their benefits remain inaccessible unless PHC systems directly
articulate what privacy protections and how these protections map onto users’ existing concerns about privacy, misuse,
and accountability. As established work on the Technology Acceptance Model (TAM) [57, 58, 123] framed perceived

usefulness and perceived ease-of-use as correlated factors of actual use. Thus, advancing perceptual risk-benefit analysis
to actual PHC use requires careful attention to these practical dimensions of system design. For instance, to improve
perceived ease-of-use, PHCworkflows must make clear that verification occurs only once with the issuer and subsequent
interactions rely solely on non-identifying cryptographic proofs [106].

7.3 Standardization of Personhood Credential

As PHCs gain more attention in the AI-mediated world, there is a need for standardized frameworks for secure and
reliable system implementation. However, there are still gaps between end-user expectations and existing regulations.
The findings of our user study revealed clear expectations for the implementation of PHCs. For example, they expected
data expiration that would prevent misuse and leakage. However, current regulations do not clearly define how long
personal data (e.g., credential information) will be stored. To enhance transparency within PHC systems, a potential
approach from policy analysis is eIDAS, which allows implementing a user-facing dashboard that displays what data is
shared and the purpose of data sharing [15]. Making the retention period of the credential information visible would
help users better understand and control how their credentials are used. The participants supported a sensitivity-based
approach, favoring verificationmethods that reflect the sensitive nature of each service. Although eIDAS defines different
levels of authentication based on risk, most regulations do not provide standardized guidance on how to implement
flexible verifications that align with users’ contextual needs. To meet these expectations, regulatory frameworks should
support multiple credential options and allow users to choose verification methods appropriate to the sensitivity of
each service context.

Participants expressed contrasting preferences regarding PHC issuers. While some supported a centralized model
led by trusted public institutions, others favored a distributed approach involving multiple issuers across sectors.
Current regulations rarely address how credential issuance authority should be structured, leaving open questions
around accountability and governance. To address these concerns, future regulatory frameworks should accommodate
both centralized and decentralized issuance models. In decentralized contexts, policies must define mechanisms for
cross-issuer data consistency and mutual auditability. Similarly, in centralized issuance models, regulatory frameworks
must include safeguards to prevent power concentration and misuse, such as independent oversight and clearly defined
accountability mechanisms [116].

7.4 Design Implications

Drawing upon users’ needs and preferences, we suggest actionable design implications for personhood credentials.
Interface Design to Facilitate Verification Choice. Our findings indicate diverse levels of adoption/onboarding
preferences towards PHC issuance, such as the type of data requirement to verify themselves, which largely depends on
their own “security standard” developed for different types of services. As presented in the center mock-up of Figure 4,
sensitivity-based credential choice via tiered assurance levels allows users to choose ground truth data (e.g., gov ID, face,
video, fingerprint, social graph, etc) based on their security standards. The interface could explicitly add a design of
tiered verification options, each corresponding to a different level of security: Level 1 (Low Sensitivity): email or phone
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Fig. 4. Integrated PHC interface mock-ups spanning design themes - (Left) Onboarding: Users choose a credential’s validity period.
(Center) Account Home: Users select which credential to use based on sensitivity contexts. (Right) Credential Management: Users
add complementary safeguards, such as interactive human checks.

verification; Level 2 (Medium Sensitivity): physical id; Level 3 (High Sensitivity): Biometric fusion (e.g., facial recognition
+ voice print); Level 4 (Very High Sensitivity): Multi-factor PHC (e.g., biometrics + social graph verification+physical id),
etc.
Portability of Personhood Credential. Our result reveals varied preferences across different services, ranging from
financial, health, government, to social media. A possible way is to design interoperable cryptographically verifiable
credentials. A verifiable credential contains a claim about the credential holder, issued by a trusted entity, and can be
verified without contacting the issuer to prove themselves across various platforms. This approach leverages emerging
solutions, such as zero-knowledge proofs [119], in conjunction with design principles and standards, including the W3C
verifiable credentials data model and the DIF universal resolver [95]. Figure 4 shows that a single PHC application can
support interoperable PHC, where users can prove their personhood across services without verifying multiple times.
Dynamic & Multi-factor Personhood Verification One of the repeated concerns in our study was whether PHC can
be inadvertently shared/used by friends/family, hacked, or stolen. To address this concern, a potential design implication
is to design a dynamic Multi-Factor Personhood Credential (PHC). First, when users verify themselves for the first
time, the prompt can combine interactive biometrics, such as a video call, with interaction knowledge questions and
sharing a physical ID to compare several ground truth data to issue a robust PHC. Second, to maintain security, a
periodic biometrics verification with a time-based trigger system can be designed to prompt for biometrics verification
at random intervals or during high-risk activities. These layered safeguards are illustrated in Figure 4 as interactive
human checks and periodic verification.
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Decentralized Standards for Industry-Government Issuance System. Our work indicates issuance system and
issuers (e.g., govt, private company; decentralized vs centralized) are one of the main factors leading to security and
trust perception, thus the broader adoption. To ensure global accessibility in supporting multiple stakeholders as issuers,
the system would incorporate cross-chain interoperability protocols like Polkadot or Cosmos and utilize a permissioned
blockchain network (e.g., Hyperledger Fabric) to create a distributed ledger for credential issuance and verification. A
smart contract would govern the issuance process, ensuring compliance with predefined standards set by both industry
and government entities.
Communicate Underlying Cryptographic Mechanisms Our findings show that privacy and security safeguards
underlying PHCs remained largely invisible to participants. This communication gap between technical protections and
users’ perceptions created uncertainty about how their data would be exchanged and safeguarded. Prior work reports
that end-users often struggle to make sense of cryptographic operations [38, 42, 61, 62, 66, 115]. However, small design
choices such as the rock icon for browser security status can improve user perception of safety [66]. In this context,
human-centered security research would develop metaphors and interface designs to clearly convey whether credential
information is being handled securely through emerging cryptographic mechanisms such as zero-knowledge proofs.

8 Limitations and Future Work

This study has some limitations. Participants formed their opinions based on a conceptual explanation in an informational
video presented during the study. While we focused solely on the basic overview of PHCs, it may have constrained
participants’ engagement with more abstract concepts such as privacy and security. Their responses might differ from
those based on direct interaction with functional PHC applications. For future work, we aim to develop an interactive
prototype that incorporates concrete user interfaces and task flows to understand participants’ interaction and challenges
of PHC use and allow for the evaluation and refinement of interface design tailored to real-world application scenarios.
Another consideration is that our sample size may limit the diversity of user preferences; however, our findings provide
valuable qualitative insights that lay the groundwork for broader PHC research. Building on the design implications
that emerged from users’ reflections, future work can involve experts such as identity architects, policymakers, and
eventually individuals who gain real-world exposure to PHC systems by examining how they translate into system
requirements and interface design needs. By connecting user perspectives with expert development practices, future
research can support the creation of PHC systems that remain socially acceptable as the technology matures and moves
toward deployment.

9 Conclusion

Our study uncovered diverse user perceptions, including trade-offs between traditional verification methods and
emerging approaches such as PHCs, as well as dilemmas between physical and digital verification. Furthermore, we
highlighted nuanced preferences for each system design dimension: credentials, issuers, and architectures. Additionally,
practical PHC functions such as limited credential validity, sensitivity-based selection, interactive human checks, and
distributed issuance architectures were identified through design suggestions. To our knowledge, this is the first user
study to focus on PHCs. Our findings extend beyond PHCs, shedding light on key insights for identity verification.
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A Appendix: Tables & Figures

A.1 PHC Introduction Video

Transcripts: A personhood credential is a concept used to verify that an individual is a real, unique human being A

widespread verification method is CAPTCHA that asks users to complete tasks that are easy for humans but difficult for bots.

However, with advances in AI, these tasks are now easily solved by bots. An emerging PHC is World app which uses device

to scan users’ iris, creating a unique digital identity. With this verified identity, users can access various online services. A

well-designed PHC protects the privacy of users instead of sharing identifiable information. The credential simply confirms

the user is a unique individual. Let’s take a look at how the PHC architecture works. There are three main roles, the PHC

issuer, the user and the service provider. First, the user requests a PHC from a trusted issuer which can be government or a

private organization, etc. You can request a credential with verification evidence. Once verified, the issuer provides you

with a PHC. You can then use this credential to authorize services, ensuring your identity is validated without exposing

https://connectid.com.au/digital-identity-awareness-grows-but-benefits-can-still-be-misunderstood/
https://connectid.com.au/digital-identity-awareness-grows-but-benefits-can-still-be-misunderstood/


Table 2. Participant demographics and background.

ID Gender Age Country Education Tech
P1 Male 25-34 US Master’s degree Yes
P2 Female 25-34 US Master’s degree Yes
P3 Female 25-34 UK Master’s degree Yes
P4 Female 35-44 UK Some college, but no degree Yes
P5 Male 25-34 US Doctoral degree Yes
P6 Male 35-44 US Less than a high school diploma No
P7 Male 25-34 US Doctoral degree Yes
P8 Male 45-54 US Bachelor’s degree Yes
P9 Female 25-34 New Zealand Master’s degree No
P10 Male 25-34 US Master’s degree No
P11 Female 25-34 UK Bachelor’s degree No
P12 Male 18-24 UK Master’s degree Yes
P13 Male 35-44 UK Bachelor’s degree Yes
P14 Male 25-34 Sweden High school graduate No
P15 Female 25-34 Spain Master’s degree Yes
P16 Female 25-34 Germany Master’s degree Yes
P17 Female 25-34 Spain Doctoral degree No
P18 Female 35-44 US Bachelor’s degree No
P19 Female 25-34 Germany Master’s degree Yes
P20 Male 25-34 Hungary Master’s degree Yes
P21 Male 35-44 US Bachelor’s degree Yes
P22 Female 18-24 France Master’s degree Yes
P23 Male 45-54 US Master’s degree No
P24 Male 25-34 Netherlands Master’s degree Yes
P25 Male 55-64 US Master’s degree No
P26 Male 25-34 US High school graduate Yes
P27 Female 55-64 US Master’s degree No

Tech: Technology background.

your personal information. The service provider verifies your PHC, confirming you are a human. This is an overview of

personhood credentials. You can prove your personhood without sharing personal details through various online services.

This credential ensures digital services, requiring human interaction can distinguish genuine users from automated or fake

accounts. For instance, only humans participate in online polls, resulting in less bot activity and fewer fake accounts on

social media.

B Appendix: Study Protocol
B.1 KnowledgeQuestions

(1) What could happen if online identities are poorly verified?
◦ Digital platforms could become more secure.
◦ Fake accounts, bots, and fraud could increase significantly.
◦ Users could feel more confident and trusting in online environments.
◦ Privacy could be better protected across online services.

(2) What are Personhood Credentials (PHCs)?
◦ Digital credentials that confirm a person’s identity
◦ A method for storing personal data online for easy access
◦ Credentials issued by social media platforms to verify account authenticity
◦ A tool used by online services to track user activity and preferences



(3) What is the primary goal of PHC?
◦ To reduce the number of online accounts.
◦ To track a user’s online activity across platforms.
◦ To verify a person’s identity without exposing personal information.
◦ To simplify the process of logging into multiple services.

(4) To whom do you provide minimal personal information during the PHC process?
◦ Online service providers (e.g., social media)
◦ Entities handling data storage for online accounts
◦ Third-party platforms
◦ PHC issuers (e.g., governments or trusted organizations)

(5) Which of the following options are considered as credentials of PHCs? Select all that apply.
◦ Government credentials (e.g., passport, driver’s license)
◦ Biometric indicators (e.g., face, fingerprint, iris)
◦ Email address
◦ Phone number

B.2 Post-Survey

(1) Credential Preference: Which types of credential would you prefer to use as personhood verification for each scenario? Select all that apply.
(This question is displayed in a multiple choice grid, prompting responses for each scenario: Finance Service, Healthcare Service, Social Media, LLM
Application, Government Service, and Employment Background Check.)
◦ Government issued ID (e.g., SSN))
◦ Passport
◦ Driver’s license
◦ Face scan
◦ Fingerprint scan
◦ Iris scan
◦ Phone number

(2) Issuer Preference: Which type of issuer would you prefer to issue and manage your PHC for each scenario? Select all that apply. (This question
is displayed in a multiple choice grid, prompting responses for each scenario: Finance Service, Healthcare Service, Social Media, LLM Application,
Government Service, and Employment Background Check.)
◦ Government
◦ NPO (nonprofit organization)
◦ Private Companies
◦ Financial Institution (e.g., banks)
◦ Educational Institution (e.g., universities)

(3) Do you have any other issuer in mind that you would prefer to issue PHC? (This question is open-ended.)
(4) Architecture Preference: Which type of system would you prefer to issue and manage your PHC for each service provider? (This question is

displayed in a multiple choice grid, prompting responses for each scenario: Finance Service, Healthcare Service, Social Media, LLM Application,
Government Service, and Employment Background Check.)
◦ Centralized
◦ Decentralized

C Appendix: Interview Protocol

C.1 Section 1: Current practices regarding digital identity verification

(1) Can you tell me about any online platforms or services you have used before or currently using that ask you to verify your identity, like
uploading your ID or confirming your identity in other ways?

(2) You mentioned using online platform X. Can you tell me what method you used to verify your identity for platform X? [repeat question 2 for
other services mentioned Y, Z, . . . ]

(3) Can you share your experience with that verification method? Was it easy to use, or did you run into any issues?
(4) Did you encounter any challenges when using this method?
(5) Have you ever used services where you had to verify yourself through face, fingerprints, or iris scans, or other biometrics?
(6) Can you tell me more about your experience with those methods? What worked well? Were there any concerns you had?

C.2 Section 2: Users’ perception of PHC (RQ1)

C.2.1 Pre-Understanding of Personhood Credentials.



(1) Do you know the term ’Personhood Credentials’? If not, can you explain what you think it means by just hearing the term?
(2) Have you used any ’Personhood Credentials’ before? If you say yes, then ask, What are those?
(3) Do you know how ’Personhood Credentials’ work within the services you use?
(4) Do you know how the service providers handle the credentials you provide as ’Personhood Credentials’ so you can access the service?

(Participants are asked to fill the online survey to assess their pre-understanding of personhood credentials.)

C.2.2 Educational Session. (Participants are shown a 2-minute educational video about the concept of personhood credentials. The video can be accessed in
the following link: https://anonymous.4open.science/r/PHC-user-study-14BB/)

C.2.3 Post-Understanding of Personhood Credentials.

(1) After reviewing the educational materials, how would you explain your understanding of personhood credentials?
(2) Can you think of any benefit of a personhood credential based on your understanding? Why?
(3) Can you think of any risk of a personhood credential based on your understanding? Why?

(Participants are asked to fill the online survey to assess their post-understanding of personhood credentials.)

C.3 Section 3: Scenario Session (RQ1)

Now, we will go over some specific application scenarios of personhood credentials to understand your perception and how we can better design the
personhood credential for different services.

Scenario 1: Financial Service Imagine you are opening a new bank account with a bank that offers a fully digital onboarding experience. The bank
requires you to verify your identity using personhood credentials, such as facial recognition for a liveliness test, and then uploading a government-issued
ID (like your passport or driver’s license). Once verified, you can open a bank account access your bank account, and manage your funds.

(1) How did you feel about using personhood credentials to verify your identity when opening your bank account?
(2) Benefits: What potential benefits do you see in using PHC in this online banking context?
(3) Security: Do you think using personhood credentials improves the security of your bank account?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your government-issued ID and using facial recognition?
(6) Concerns: What concerns do you have in providing your government-issued ID and using facial recognition, is being stored and used by the

online bank?
Scenario 2: Healthcare Services Imagine you are using an online healthcare platform to schedule appointments and receive virtual consultations

with doctors. To provide access to the platform, the healthcare service requires you to verify your identity using personhood credentials, such as a
biometric verification using a fingerprint for a liveliness test, and then upload a government-issued ID (like your health insurance card or passport). Once
your identity is verified, you can access your medical records, schedule appointments, and have virtual consultations with healthcare providers.

(1) How did you feel about using personhood credentials to verify your identity when using an online healthcare platform?
(2) Benefits: What potential benefits do you see in using PHC in this healthcare context?
(3) Security: Do you think using personhood credentials improves the security of the healthcare platform?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your government-issued ID and using fingerprint?
(6) Concerns: What concerns do you have in providing your ID and fingerprint information, is being stored and used by the healthcare platform?

Scenario 3: Social Media Imagine you are creating a new premium social media account. You are required to verify your identity with personhood
credentials, such as a video call or selfie for a liveliness test (or proof you are a real, unique user), and then upload your government-issued ID (SSN,
national ID card). Once your identity is verified, you can access social media.

(1) How did you feel about using personhood credentials to verify your identity when creating a new premium social media account?
(2) Benefits: What potential benefits do you see in using PHC in this social media context?
(3) Security: Do you think using personhood credentials improves the security of the social media platform?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your government-issued ID and a video selfie?
(6) Concerns: What concerns do you have in providing your ID and using a video selfie, is being stored and used by the social media platform?

Scenario 4: LLMApplication Imagine you are signing up for an AI language model application like ChatGPT to assist you with tasks and information.
Identity verification is also crucial in LLM-based applications because the interaction between multiple users and its model can significantly impact the
reliability and safety of the platform. For example, malicious users could submit harmful prompts or requests that might lead to biased or damaging
outputs from the model. With identity verification, the platform can confirm that each user is legitimate, thereby reducing these risks. Thus, imagine to
sign up for the application, the LLM service requires you to verify your identity using personhood credentials, such as a biometric verification using an
iris recognition scan for a liveliness test.

(1) How did you feel about using personhood credentials to verify your identity when signing up for the AI language model application?
(2) Benefits: What potential benefits do you see in using PHC in this AI application context?



(3) Security: Do you think using personhood credentials improves the security of the AI language model application?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your iris scan?
(6) Concerns: What concerns do you have in using iris scan, is being stored and used by the LLM application providers?

Scenario 5: Government Service Imagine You are applying for government assistance or social benefits (e.g., healthcare, unemployment benefits) to
government portal (e.g., USAGov, Your Europe). To ensure that only eligible citizens access these services, the platform asks you to verify your identity
using personhood credentials by using an iris scan for a liveliness test and then uploading your government-issued ID to confirm your identity for
government benefit.

(1) How did you feel about using personhood credentials to verify your identity when using a government portal?
(2) Benefits: What potential benefits do you see in using PHC in this government portal context?
(3) Security: Do you think using personhood credentials improves the security of the government portal?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your government-issued ID and iris information?
(6) Concerns: What concerns do you have in providing your ID and using iris scan, is being stored and used by the government portal?

Scenario 6: Employment Background Check Imagine you have received a job offer from a company, and as part of the final hiring process, they
require an employment background check. To confirm your eligibility and verify your work history, the background check service asks you to submit
personhood credentials using fingerprint verification and uploading your government-issued ID to verify your identity.

(1) How did you feel about using personhood credentials to verify your identity for an employment background check?
(2) Benefits: What potential benefits do you see in using PHC in this background check context?
(3) Security: Do you think using personhood credentials improves the security of the employment background check?
(4) Privacy: Did this method of identity verification make you feel more confident about your privacy?
(5) About Data: Were you comfortable providing your government-issued ID and fingerprint information?
(6) Privacy Concerns: What concerns do you have in providing your ID and using fingerptint, is being stored and used by the background check

service?

C.4 Section 4: Users’ preference of PHC (RQ2)

We talked about several scenarios where different types of potential credentials to issue you PHC that could verify yourself as a unique human. In this
section, we would like to discuss on different types of credentials you might prefer in issuing personhood credentials for you and how you might want to
manage those based on your privacy and security need.

If you were to use PHC for identity verification,
(1) What types of credentials would you prefer to use as personhood verification?
(2) Which organizations or stakeholders would you prefer to issue and manage your PHC?

C.5 Section 5: Design Session(RQ3)

In the former session, we discussed the concerns/potential risks in PHC. I wrote down these potential problems in the top of whiteboard. We would like
to brainstorm the idea how we can solve these problems by sketching your ideas. For sketching, you can use this digital whiteboard, or use pen and paper
in your desk if you prefer. (We send the link to the zoom whiteboard where pre-arranged components like the PHC issuer and database are placed on the left,
while potential concerns or risks suggested by participants during interviews are noted as topics in the top right.)

(1) In your opinion, how can we improve the design for PHC to address issues/concerns we discussed? Could you sketch a solution?
(2) Could you explain your drawing?
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